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VIV thdng bao nguy co 16 hong bao mat
Microsoft SharePoint CVE-2025-53770

Kinh gui:
- Céc s¢, ban, nganh thuoc UBND tinh;
- Vin phong Uy ban nhan dan tinh.

Ngay 19/7/2025, Microsoft da cong bd thdng tin vé 15 héng bao mat nghiém
trong CVE-2025-53770 trong san pham Microsoft SharePoint On-premises, cho
phép ddi tuong tan cong thuc thi ma tir xa. San pham nay cia Microsoft duoc sir
dung phé bién trong cac hé thong thong tin co quan, to chitc nha nudc; ngan hang,
t6 chuc tai chinh, tap doan, doanh nghiép va céc cong ty 16n. Pac biét, 16 hong
nay c6 thé da, dang va s& duoc cac nhdm tan cong cé chi dich (APT) st dung dé
khai théac dién rong trong thoi gian nay. Thong tin cu thé vé 16 hong nhu sau:

- biém CVSS: 9.8/10; Mirc do: Rat nghiém trong;

- L& héng khai thac 16i bo qua xéc thue dugc kich hoat bang cach dit header
“Referer” thanh */ layouts/SignOut.aspx"”. Sau d6 dugc khai thac dé kich hoat
thuc thi ma tur xa thong qua webshell “/_layouts/15/ToolPane.aspx™.

- L4 héng anh huong dén cac phién ban Microsoft SharePoint Server 2019
va Microsoft SharePoint Enterprise Server 2016. Bién phap khéc phuc 15 hong 1a
cap nhat cac ban vé hoic sir dung cac bién phap giam thiéu nguy co tan céng.
Ngay 21/7/2025, Microsoft da dua ra cac ban va bao mat can thiét (tham khao
trang web cuta héng: https://msrc.microsoft.com/blog/2025/07/customer-
quidance-for-sharepoint-vulnerability-cve-2025-53770/).

Nham dam bao an ninh mang cho hé théng théng tin cua cac co quan, don
vi, Phong An ninh mang va phong, chng toi pham sir dung cong nghé cao, Cong
an tinh dé nghi Thu trudng cac co quan, don vi chi dao thuc hién:

1. Kiém tra, ra soat va xac dinh may chu sir dung phién ban SharePoint c6
kha nang bi anh huong. Thuc hién cap nhat ban va bao mat cho cac may bi anh
huong theo hudng dan cia Microsoft.

2. Tang cudng gidm sat va sin sang phuong an xir Iy khi phét hién cé dau
hiéu bi khai thac, tin cong mang; dong thoi thudng xuyén theo ddi kénh canh bao
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kip thoi cua cac co quan chirc ning va cac to chic 16n vé an ninh mang dé phat
hién kip thoi cac nguy co tan cdng mang.

3. Trong trudng hop phéat hién dau hiéu tin cong mang khai thac 15 hong
bao mat trén, dé nghi cac don vi lién hé dau mbi Phong An ninh mang va phong,
chéng t6i pham sir dung cdng nghé cao - Cong an tinh Tuyén Quang (dong chi
Pai uy Lai Phuong Linh, Pho Doi trudng, sé dién thoai 0385.059.555 lam dau
méi lién h¢) hoac Trung tim An ninh mang qudc gia, Cuc An ninh mang va phong,
chéng t6i pham sir dung cdng nghé cao, Bo Cong an dé béo céo sy ¢ va duoc
huéng dan hd trg, dién thoai: 0593.505.999, thu dién tir: contact@nca.gov.vn.

Phong An ninh mang va phong, chdng toi pham st dung cdng nghé cao,
Cong an tinh Tuyén Quang tran trong théng bao./.
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