UBND TINH TUYEN QUANG CONG HOA XA HQI CHU NGHIA VIET NAM

SO KHOA HQC VA CONG NGHE Péc lap - Tw do - Hanh phiic
S6: 112 /ISKHCN-CPS Tuyén Quang, ngay /¢ thang 01 nam 2026

VIV khic phuc 16 hong bao mat
Trang/Cong thong tin dién tu

Kinh gtri: Cong an tinh Tuyén Quang.

Ngay 06/01/2026 S¢ Khoa hoc va Cong nghé nhan dugc Vian ban sd
7604/CAT-ANM cua Cong an tinh Tuyén Quang vé viéc khic phuc 16 hdng bao mat
Trang/Cong thong tin dién tir trén dia ban tinh;

Can cir Van ban ctia cac co quan, don vi: S6 35/SCT-VP ngay 07/01/2026 cua
S¢ Cong Thuong; S6 51/SVHTTDL-VP ngay 09/01/2026 ctia S& Vian hoa, Thé thao
va Du lich; S6 69/SNV-VP ngay 09/01/2026 ctia S& Noi Vu; S6 18/UBND-VP ngay
06/01/2026 cia UBND x4 Truong Sinh; S6 06/UBND-VHXH ngay 07/01/2026 ciia
UBND x4 Tan M¥; S6 13/UBND-VHXH ngay 08/01/2026 ctia UBND xa Tan Tién;
S6 21/UBND-VX ngay 09/01/2026 cia UBND xi Lam Binh; S6 16/UBND-VP
ngay 09/01/2026 ciia UBND x4 Tung Ba; S6 28/UBND-HCC ngay 09/01/2026 cua
UBND x3 Yén Phu; S6 18/CV-UBND ngay 10/01/2026 cia UBND x4 Tan Thanh;
S6 26/UBND-VX ngay 10/01/2026 caa UBND x3 Tan Thanh; S6 49/UBND-VP
ngay 10/01/2026 ciia UBND xa Hung An; S6 31/UBND-VX ngay 10/01/2026 cia
UBND xa Son Thuy vé viéc dé nghi hd trg khac phuc 16 hong bao mat Trang/Cong
thong tin dién tir.

Can ctr chure nang, nhiém vu duoc giao, S Khoa hoc va Cong ngh¢ da ra soat,
khac phuc 16 hong bao mat Trang/Cong thong tin dién tir theo dé nghi cta cac co
quan, don vi.

(C6 danh sach két qua xir 1y giri kém)
S¢ Khoa hoc va Cong nghé tran trong giri Cong an tinh tong hop./.

Noi nhén: KT. GIAM bOC
- Nhu trén; PHO GIAM POC
- Ban Giam doc S¢ (bao cao);

- Cac S0, Ban, nganh (dé biét);

- UBND céc x4, phuong (dé biét);
- Luu: VT, CBS.
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Cac hoat dong da thyc hién
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1. Nhém 16i lién quan dén SSL / TLS / Ma héa dwong truyén

1.1. Insecure Transportation Security Protocol Supported (TLS 1.0)

Mo ta:

May chu chap nhan két n6i qua giao thirc ma hoa cii TLS 1.0. Pay 1 giao thirc di bi khai tir,
chira nhiéu 15 héng va khong con an toan theo céc ti€u chuin bao méat hién dai.

Nguy co:

Ké tan cong dung gilta (Man-in-the-middle) c6 thé giai ma dir liéu truyén tai giita nguoi ding
va may chi, danh cap thong tin nhay cam (mat khau, cookie phién).

1.2. Insecure Transportation Security Protocol Supported (TLS 1.1)

Mo ta:

May chii van ho trg TLS 1.1 — mot phién ban giao thirc ma hoa da 16i thoi.

Nguy co:

Lam giam muc do an toan cta kénh truyén SSL/TLS, ting nguy co bi tin cong giai ma dir
lidu.

1.3. TLS/SSL Weak Cipher Suites

Mo ta:

M4y cha chap nhan cac bd mi hoéa yéu (Weak Cipher Suites) hodc thuat toan ma hoa co do
dai khoa ngan.

Nguy co:

Ké tan cong co thé khai thac dé giai ma dir liéu trao ddi giira nguoi dung va may chu.

CAu hinh lai Web Server dé vo
hiéu hoa hoan toan giao thirc
TLS 1.0 va TLS 1.1. Chi cho
phép st dung TLS 1.2 va TLS
1.3 d& dam bao an toan dit liéu

2. Nhém 16i Noi dung hdon hgp (Mixed Content)

2.1. Noi dung hon hop hoat dong trén giao thic HTTPS (Active Mixed Content over
HTTPS)

Mo ta:

Trang web chay HTTPS nhung lai tai cac tai nguyén dong (script, iframe, object, media) thong
qua giao thuc HTTP khong bdo mat.

Nguy co:

Pé xuat kién nghi chi st dung
anh up Ién tr may tinh ndi bo,
khong sir dung anh tryc tiép tir
link trang web bén ngoai
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Ké tin cong c6 thé thay doi cac tai nguyén HTTP nay dé chén ma doc, lira dao nguoi ding
hodc thyc thi ma trén trinh duyét.

2.2. N§i dung hon hep thu dong (Passive Mixed Content over HTTPS)

Mo ta:

Website tai cac ndi dung thu dong (hinh anh, video) qua HTTP trén nén trang HTTPS.

Nguy co: i 7 7

K¢ tan cong c6 thé thay doi noi dung hién thi, gay sai Iéch thong tin hodc phuc vu muc dich
Itra ddo.

3. Ld hong chuyén huwéng mé (URL redirection / Open Redirection)

Mo ta:

Ung dung web chip nhan dit liéu dau vao tir nguoi dung dé chuyén huéng ma khong kiém tra
chit ch& tham sb dich dén (da kiém tht véi payload nhu //bxss.me).

Nguy co:

Ké tan cong co thé tao cac lién két gia mao trong giéng tén mién chinh théng dé chuyén hudng
nguoi dung sang website ltra ddo hodc chira ma doc (Phishing).

Kiém tra va xtr ly triét dé 15
hong Open Redirection bang
cach xac thuc k§ tham sb dich
dén (target URL) trudc khi
chuyén huéng

4. Khung nhang bén ngoai khéng an toan (Insecure Frame)

Mo ta:

Trang web cho phép nhung hodc bi nhung boi cac khung (iframe/frame) tir ngudn bén ngoai
ma khong c6 chinh sach kiém soat (X-Frame-Options hodc CSP).

Nguy co:

Dé bi tan cong Clickjacking, danh cip thao tac ngudi dung hodc chén ndi dung gia mao 1én
giao dién chinh thong.

Cau hinh ~ Content-Security-
Policy dé ngan chan tan cong
Clickjacking (Insecure Frame)

5. Nhém 16i CORS — Chia sé tai nguyén chéo ngudn

5.1. Access-Control-Allow-Origin header with wildcard (*)

5.2. Misconfigured Access-Control-Allow-Origin Header

Mo ta:

Header Access-Control-Allow-Origin dugc cau hinh 14 * hodc cho phép cac ngudn gbc khong
xac dinh truy cép tai nguyén.

Céu hinh lai CORS, thay gi4 tri
* bang danh sach cac tén mién
tin cay cu theé.
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Nguy co:
C6 thé dan dén ro ri dir liéu néu website c6 chirc ndng xac thuc nguodi dung, tao diéu kién cho
cac cudc tan cong cross-0rigin.

6. Nhém 16i L thong tin (Information Disclosure)

6.1. Nghi ngo' 10 dia chi IP ngi bo (Internal IP Address Disclosure)

Mo ta:

May chu ¢6 du hiéu dé 16 dia chi IP noi bo trong phan héi HTTP (Header hoic Body).
Nguy co:

Ké tan cong c6 thé thu thap théng tin cdu trac mang ndi bd dé phuc vu tin céng sau hon.
6.2. Lo lot dia chi Email (Generic Email Address Disclosure)

M0 ta:

Website dé 16 dia chi email chung trong ma nguén hodc giao dién.

Nguy co:

D& bi cac cong cu ty dong thu thap dé giri thu rac (Spam) hoic thyc hién Phishing.

Ra soat code, an hién thi dia chi
email, IP noi bd trong phan hoi
HTTP

7. Nhém 18i Thiéu hodc cau hinh sai Security Headers

7.1. HTTP Strict Transport Security (HSTS) Policy Not Enabled
Mo ta:

Chua ép budc trinh duy¢t luén st dung HTTPS.

Nguy co:

Tao k& hé cho tin cong ha cép giao thirc (SSL Stripping).

7.2. Content Security Policy (CSP) Not Implemented

Mo ta:

Chua trién khai chinh sach CSP dé kiém soat ngudn tai tai nguyén.
Nguy co:

Tang rui ro XSS va cac cudc tan cong phia trinh duyét.

7.3. Permissions-Policy header not implemented

Mo ta:

Chua kiém soat quyén truy cap cac tinh ning phan ctmg/trinh duyét.
7.4. X-Content-Type-Options (Missing Security Headers)

B6 sung cac HTTP Security
Headers (HSTS, CSP)
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7.5. Missing Security Headers

Mo ta:

Thiéu cac header bao mat quan trong nhu X-Content-Type-Options, Permissions-Policy.
Nguy co:

Giam kha niang phong vé chiéu siu cta website.

8. Cau hinh Cookie va Header chwa an toan

Chi tiét:

- Cookies Not Marked as Secure: Cookie phién lam viéc khong c6 co Secure.

- Subresource Integrity (SRI) Not Implemented: Thiéu xac thuc toan ven tai nguyén.

- Permissions-Policy header not implemented: Chwa kiém soat quyén truy cap tinh nang trinh
duyét.

- Cookie khong duoc gan co
Secure la cookie luu trang thai
cua frontend, khong anh hudng
dén bao mat.

- SRI khong kha thi trong
truong hop nay: Cac script
ngoai khong dugc danh version
trong URL, néu dat SRI web s&
sap khi cac script nay cap nhat.
- Permission-Policy khéng co y
nghia trong truong hop nay:
Firefox va Safari khong ho tro
tinh nang nay, cac trinh duyé¢t
Chromium-based déu xin phép
truéc  khi st dung cac
permission ma header nay co
hiéu luc

9. Nhém 18i Quan Iy tai nguyén & Tir chéi dich vu (DoS)

9.1. L hong trong thw vién Axios (Allocation of Resources Without Limits or Throttling)

9.2. L hong phan bo tai nguyén khong giéi han trong axios (axios Allocation of
Resources Without Limits or Throttling Vulnerability)

M0 ta:

Axios 12 mot client library dé
khéi tao HTTP request. Viéc
han ché Axios khong lam han
ché tan cong DoS, ké tan cong
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Hé thdng st dung thu vién axios c6 16 hong cho phép phan bo tai nguyén khong gidi han,
khong co co ché throttling phi hop.

Nguy co:

Ké tan cong co thé gui cac yéu cAu dic biét lam can kiét CPU/RAM, dan dén tir chdi dich vu
(DoS).

c6 thé tu goi yéu cau bang cac
API khéc

10. Nhém 16i Dich vu & Céu hinh may chi

10.1. WebDAYV Enabled (Dich vu WebDAYV dang bat)

Mo ta:

May chu dang kich hoat tién ich m¢ rong WebDAV (Web Distributed Authoring and
Versioning) cho phép quan ly, chinh stra tép tin tir xa.

Vi tri anh hudéng: Pa xac thuc tai /webdav/.

Nguy co:

Néu c4u hinh xac thuc yéu hoic ¢6 16 héng, ké tAn cong co thé 1oi dung WebDAV dé tai 1én
mi doc (webshell), thay doi giao dién hodc xo6a dit liéu trén trang web.

10.2. Path traversal via misconfigured NGINX alias

Mo ta:

CAu hinh alias ctia Nginx khong an toan, cho phép truy cap tép nam ngoai thu muc webroot.

Nguy co:

Co thé doc tép hé thé)ng, ma nguén hodc ciu hinh nhay cam.

- Céu hinh nginx ctia cong chi
st dung dé reverse Proxy,
khong h tro truy cap file tai chd
trén webserver.

- Webserver khong hd tro
WebDAV, truy cap /webdav tra
vé trang 404.

11. Nhém 16i XSS — Cross-Site Scripting

11.1. Odoo XSS (CVE-2023-1434) (L5 hong XSS trén nén ting Odoo)

11.2. Ld hong CVE-2023-1434

Mo ta:

L hong Cross-site Scripting phét sinh do thiét 1ap sai Content-Type tai mot endpoint API ctia
Odoo.

Nguy co:

Cho phép chén ma JavaScript doc hai, danh cp phién lam viéc ngudi ding.

- Cong thong tin khong sur dung
Odoo
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L3 hong cho phép keé tin cong can thiép vao cac truy vAn ma tng dung thue hién t6i co so dir

liu.

12. SQL Injection (SQLI)
MO ta:

- Toan b truy van database déu
su dung query builder, khong
ghép tham sd truc tiép.

- Webserver da chan SQL
injection
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