_ UBND TINH TUYEN QUANG CONG HOA XA HOQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG DPéc 1ap - Tu do - Hanh phic

86:521 / STTTT-CNTT&BCVT Tuyén Quang, ngay 26 thang 4 ndam 2024
V/v 16 hong bao mat anh huong
nghiém trong trong phan mém PAN-OS

Kinh guri: Vin phong Poan Pai biéu Quédc hoi va Hoi ddng nhan dan;
- Van phong Uy ban nhan dan tinh;

- C4c s0, ban, nganh;

- Uy ban nhan dan cac huyén, thanh phé.

Can clr van ban s6 607/CATTT-NCSC ngay 17/04/2024 ctua Cuc An toan
thong tin vé viéc 16 hong bao mat anh hudng nghiém trong trong phan mém PAN-
0S, S¢ Thong tin va Truyén thong cung cap thong tin va dua ra cac giai phap
phong, tranh khai thac 16 hong bao mat cao va nghiém trong trong phan mém
PAN-OS nhu sau:

|. Théng tin vé 16 hong bio mat trong phan mém PAN-OS:

Qua cong tac giam sat an toan khong gian mang qubc gia, Trung tam Giam
sat an toan khong gian mang quoc gia (NCSC), Cuc An toan thong tin, ghi nhan
mi khai thac ctia 16 hong ton tai trong phan mém PAN-OS di duoc sir dung dé
tan cong vao hé thong thong tin ctia nhiéu co quan, to chic.

Ld hong CVE-2024-3400 (Piém CVSS: 10) anh hudng trén phin mém
PAN-OS trong gateway GlobalProtect. Thong tin vé 16 hong nay chi dugc tiét 19
vai gio trude, dit ra mot canh bao cAp bach va yéu cau cac bién phap khan cap
dé ngan chan sy nguy hai tir 16 hong ndy. Viéc ra soat va nang cap phién ban hosc
ap dung bién phap khic phuc thay thé can duoc thuc hién ngay 1ap tuc.

Thong tin chi tiét 16 hong bdo mdt xem tai Phu luc giri kém theo.

II. Cac giai phap phong tranh

Nham dam bao an toan thong tin cho hé théng thong tin cia Quy Pon vi,
g6p phan bao dam an toan cho khong gian mang Viét Nam, S¢ Thong tin va
Truyén thong khuyén nghi Quy Pon vi thuc hién:

1. Kiém tra, ra so4t c4c phan mém PAN-OS dang sir dung c6 kha niang bi
anh hudng boi 16 hong trén. Thuc hién nang cap 1én phién ban méi nhét dé tranh
nguy co bi tan cong (Tham khdo théng tin tai Phu luc givi kém theo).

2. Tang cuong gidm sat va san sang phuong an xtr 1y khi phat hién c6
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dAu hiéu bi khai thac, tdn cong mang; déng thoi thuong xuyén theo doi kénh canh
béo clia cac co quan chirc ning va cac to chiic 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tin cong mang.

3. Trong truong hop can thiét ¢6 thé lién hé dau mdi hd tro ciia Cuc An toan
thong tin: Trung thm Giam sat an toan khong gian mang qudc gia, dién thoai
02432091616, thu dién t: ais@mic.gov.vn.

Tran trong./.

Noi nhén: KT: GIA,M DQC
PHO GIAM bOC

- Nhu trén;

- Ban Giam déc s& (bao co);
- Cac don vi thudc So;

- Luu: VT, CNTT&BCVT

Nguyén Vin Hién
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Phy lyc )
THONG TIN VE CAC LO HONG AN TOAN THONG TIN
(Kém theo Céng vin s6 521/STTTT-CNTT&BCVT ngay 26 / # /2024
cua So Thong tin va Truyén thong)

1. Thong tin cic 16 hong bio mat

M0 ta: Lo hong CVE-2024-3400 (Piém CVSS: 10) anh hudng trén phan
mém PAN-OS trong gateway GlobalProtect hién dang bi str dung dé khai thac.
Dbi tuong tan cong khai thac 16 hong chén 1énh nay co thé thuc thi ma tir xa véi
quyén root trén tuong lira. L6 hong gay anh huong cho tudng ltra cau hinh trén
GlobalProtect gateway va telemetry ca thiét bi.

L4 hong nay anh huéng dén cac phién ban:

e PAN-OS 11.1 truéc ban 11.1.2-h3
e PAN-OS 11.0 trude ban 11.0.4-g1
e PAN-OS 10.2 truéc ban 10.2.9-h1

- Ban va cho cac phién ban bi anh hudéng sé dugce phat hanh ngay 14/04/2024,
nguoi dung nén cap nhat ngay khi kha dung.

Duéi diy 13 mét s6 IoC dwoce ghi nhan:

e Update.py

e 3de2a4392b8715bad070b2ae12243f166ead37830f7c6d24e77898592
7f9caac

e 5460b51da26c060727d128f3b3d6415d1a4c25af6a29fef4cc6b867ad3
659078

o 172.233.228[.]93

o hxxp://172.233.228[.]193/policy

o hxxp://172.233.228[.]93/patch

e 66.235.168[.]222

2. Hwéng dan khic phuc

Trudc mat, ngudi dung nén bat Threat ID 95187 va dam bao cac bién phap
bao mat 16 hong di dugc ap dung cho GlobalProtect. Trong truong hop khong thé
bat Threat ID 95187, ngudi dung nén tam thoi tit chire ning telemetry trén thiét
bi cho t&i1 cap nhat ban va va chi nén bat lai sau khi da cap nhat ban va. Cac budce

dé thyc hién viéc tét telemetry nhu sau:



4

1. Device > Setup >Telemetry;

2. Chon widget Telemetry;

3. Bo6 chon muc “Enable Telemetry”;
4. Bam OK dé luu thay doi.

3. Tai liéu tham khao
https://security.paloaltonetworks.com/CVE-2024-3400
https://www.csa.gov.sg/alerts-advisories/alerts/2024/al-2024-040
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