~ UBND TINHTUYEN QUANG CONGHOA XA HOI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Péc 1ap — Tw do — Hanh Phic

S6:1515 /ISTTTT-CNTT&BCVT Tuyén Quang, ngay 25 thang 10 nam 2024
V/v Canh bao vé 15 héng an toan thong tin
ton tai trén san pham Oracle
WebLogic Server

Kinh giri - Van phong Poan Dai biéu Quéc ho1 va Hoi1 déng nhan dan;
- Vian phong Uy ban nhan dan tinh;

- Céc sd, ban, nganh;

- Uy ban nhan dan cac huyén, thanh phd.

Can ct vin ban s6 1667/CATTT-NCSC ngay 23/10/2024 cua Cuc An toan
thong tin vé viéc Canh bao v& 156 hdng an toan thong tin ton tai trén san phm Oracle
WebLogic Server, S& Thong tin va Truyén thong cung cp thong tin va dua ra cac
giai phap phong, tranh khai thac 16 hong an toan thong tin ton tai trén san pham Oracle
WebLogic Server nhu sau:

|. Thong tin vé 1§ hong an toan théng tin ton tai trén sin phim Oracle
WebL ogic Server

Thuc hién chirc nang gidm sat an toan thong tin trén khong gian mang, Trung
tam Giam sat an toan khong gian mang qudc gia (NCSC), Cuc An toan thong tin,
Bo Thong tin va Truyén thong, da phat hién va ghi nhan ma khai thac cta 16 hong
CVE-2024-21216 cho phép d6i tugng tdn cong chiém quyén kiém soat Oracle
WebLogic Server. L hong CVE-2024-21216 dugc danh gia & mac d6 nghiém
trong, viéc ra soat va nang cAp phién ban hoic ap dung bién phap khic phuc thay thé
can duge thuc hién ngay lap tuec.

(Théng tin chi tiét xem tai Phu luc kém theo)

I1. Cac giai phap phong tranh

Nhim dam bao an toan thong tin cho hé théng thong tin ciia Quy Pon vi, gop
phan bao dam an toan cho khong gian mang Viét Nam, S& Thong tin va Truyén
thong dé nghi Quy Pon vi thuc hién:

1. Kiém tra, ra soat hé thong thong tin dang st dung c6 kha ning bi anh hudng
boi 16 hong an toan thong tin trén. Chi dong theo ddi cac thong tin lién quan dén
dén cac chién dich tin cong mang nham thuc hién ngan chdn sém, tranh nguy co bi
tan cong.

2. Tang cuong gidm sat va san sang phuong an xu 1y khi phat hién c6
ddu hiéu bi khai thac, tAn cong mang; dong thoi thuong xuyén theo ddi kénh canh
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bao cua cdc co quan chure nang va cac t6 chure 1on vé an toan thong tin dé phat hién
kip thoi cac nguy co tan cong mang.

3. Guii bao cdo két qua ra soat hé thong vé S& Thong tin va Truyén thong
cham nhét trong ngay 28/10/2024. Trong truong hop can thiét c6 thé lién hé dau
mdi hd tro ciia Cuc An toan thong tin: Trung tim Gidm sat an toan khong gian mang
quéc gia, dién thoai 02432091616, thu dién tir: ncsc@ais.gov.vn.

Tran trong./.

Noi nhéP: KT. GIAM DQC
- Nhu trén; PHO GIAM POC

- Ban Giam déc s& (bao co);
- Cac don vi thudc So;
- Luu: VT, CNTT&BCVT.

Nguyén Vin Hién



1. Thong tin chi tiét cac chién dich tin cong

Trung tam Giam sat an toan khdng gian mang qubc gia, Cuc An toan thong
tin ghi nhan thong tin lién quan dén 16 hong CVE-2024-21216 ton tai trén cic san
pham cua hang Oracle.

L3 hong CVE-2024-21216 (Piém CVSS: 9.8 — Nghiém trong) cho phép dbi
tuong tin cong khong can xac thuc chiém quyén kiém soat Oracle WebLogic Server.

Cu thé, 16 hong t6n tai trén san pham Oracle WebLogic Server cua Oracle
Fusion Middleware (thanh phan: Core) bao gdm cac phién ban 12.2.1.4.0 va
14.1.1.0.0. Bdi twong tan cong c6 thé khai thac 16 hong néu c6 thé tiép can vao hé
théng mang, théng qua viéc khai thac giao thic T3, IIOP.

Hién 16 hong d3 duoc khic phuc trong ban v4 méi nhat cta hing, tuy nhién
trong truong hop chua thé cap nhat ban va ngudi dung c6 thé chin cac giao thic bi
khai thac béi 16 hong dé giam kha ning bi anh hudng boi cac nd luc khai thac.

2. Tai liéu tham khao

https://www.tenable.com/cve/CVE-2024-21216
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