Phu luc V
MO HINH THAM CHIEU AN TOAN THONG TIN MANG,
AN NINH MANG (SRM)



l. GIOI THIEU

M6 hinh tham chiéu An toan théng tin mang, an ninh mang (Security
Reference Model, viét tat [a SRM) cung cap mot Khung mé ta cac thanh phan bao
dam an toan thong tin mang, an ninh mang can trién khai ap dung khi phat trién
Chinh phu dién tar hudng téi Chinh phii s6. M@ hinh tham chiéu an toan théng tin
mang, an ninh mang 1a co s dé xay dung Kién trdc an toan théng tin mang, an
ninh mang.

Il. CAU TRUC MO HINH THAM CHIEU AN TOAN THONG TIN
MANG, AN NINH MANG

SRM xay dung hé thdng an toan thdng tin mang, an ninh mang théng nhat
thong qua thanh phan: Muc tiéu, Rui ro va Kiém soat. Cac thanh phan nay sau dé
duoc chia thanh 06 hop phan chi tiét. Mai noi dung nay phai duoc giai quyét ¢
cap do to chic va hé théng.

Muc tiéu

L RUi ro

‘ Kiém soat

Hinh 1. Cdu triic ciia md hinh an toan thong tin mgng, an ninh mang

Muc tiéu: Cac muc tiéu bao dam an toan théng tin mang, an ninh mang déi
Vvéi cac hé thdng thanh phan trong Khung kién tric Chinh pha s6 Viét Nam. Cu
thé, Hé thong théng tin can duoc thuc hién bao vé theo quy dinh cua phap luat
cdn cir VAo cap do an toan cua hé théng thong tin, yéu cau an toan téi thiéu va
phuong an t6 chirc thyc thi.

Ruii ro: Cac nguy co, rui ro mat an toan théng tin mang, an ninh mang va
bién phap kiém soat. Cu thé, cac hé théng thdng tin can duogc kiém tra, danh gia,
xac dinh va quan Iy cac rui ro; cac nguy co, rui ro ddi voi hé thdng can cé bién
phap kiém soat dé giam thiéu mirc d6 rui ro thdng qua phuong an bao vé theo cap
d6; bién phap kiém tra, danh gia, giam sat an toan thong tin mang, an ninh mang;
phuong an @ng ctu, xir 1y su cé.



Kiém soat: Cac bién phap kiém soat, danh gia su tudn thi. Cu thé, viéc
thuc thi bao vé céc hé théng thdng tin can dugc kiém soat sy tuan thi quy dinh
cua phap luat va kiém soét hiéu qua cia phuong an dam bao an toan hé thdng
thong tin theo cap do.

I11. PHAN LOAI

1. Muc tiéu (SRM001)

SRMO001 bao dam an toan thdng tin mang, an ninh mang ddi véi cac hé
théng thanh phan trong Khung kién tric Chinh pha sé Viét nam duoc xac dinh 13
viéc thuc hién bao vé hé thong thong tin tuan thu cac quy dinh cua phap luat, can
clr VAo cap do an toan cua hé thdng thong tin, yéu cau an toan téi thiéu va phuong
an bao vé. Trén co s¢ d6, SRM001 bao gom 02 hop phan: (1) Quy dinh phap ly
va (2) To chirc thuec thi.

SRMO001 Muc tiéu

— SRMO001.001 Quy dinh phap ly SRM001.002 Té chirc thwe thi
| SRMO001.001.001 Van ban quy SRlﬂqm 1002.001 Cap dd an toan
dinh, van ban hwéng dan héthong thong tin
|| SRM001.001.002 Tiéu chuén, quy SRM001.002.002 Phwrong an bao
chuan ky thuat vé hé thdng thdng tin theo cap do
SRM001.002.003 MO hinh 4 I&6p
an:toan thong tin

Hinh 2. Cdu tric phan cdp Muyc tiéu
a) Quy dinh phap ly (SRM001.001)
SRM001.001 bao gém céc hé théng cac vian ban phéap luat, van ban hudng
dan vé bao dam an toan thong tin mang, an ninh mang cung hé théng cac tiéu
chuan vé an toan thdng tin mang, an ninh mang. Cu thé nhu sau:

STT Ngir canh Mo ta
1 | SRM001.001.001 Bao gom nhung khong giGi han cac Luat sau:
Vén ban quy dinh, - Luat An toan thong tin mang nam 2015;
van ban huéng dan - Luat An ninh mang nam 2018;
- Luat Giao dich dién tor nam 2023;




STT

Mo ta

- Luat Dir liéu nam 2024;

- Luat Bao vé bi mat nha nuéc nam 2018...

Ngoai ra, bao gdm cac Nghi dinh, Thong tu, Tiéu
chuan vé an toan thong tin mang, an ninh mang ma
Cac co quan nha nudc Va cac té chic, ca nhan co
lien quan phai ap dung hozc khuyén nghi ap dung
theo quy dinh phap luat.

SRM001.001.002
Tiéu chuan, quy
chuan k¥ thuat

Bao gom nhung khong gidi han cac tiéu chuan sau:
(1) TCVN 11930:2017 Cong nghé thdng tin - Cac
k§ thuat an toan - Yéu cau co ban vé an toan thong
tin theo cap do.

(2) TCVN ISO/IEC 27001:2019 Cdng nghé thong
tin - H¢ théng quan Iy an toan théng tin - Cac yéu
cau.

(3) TCVN ISO/IEC 27002:2020 Cdng nghé thong
tin-Céc k¥ thuat an toan - Quy tic thuc hanh Quan
ly an toan thong tin.

(4) TCVN 8709-1:2011 ISO/IEC 15408 -1:2009
Cong nghé thdng tin- Céac k¥ thuat an toan - Céac
tiéu chi danh gia an toan CNTT - Phan 1: Gidi thiéu
va md hinh téng quat.

(5) TCVN 8709-2:2011 ISO/IEC 15408 -2:2008
Cong nghé théng tin - Cac ky thuat an toan - Cac
tiéu chi danh gid an toan CNTT - Phan 2: Céc thanh
phan chirc nang an toan.

(6) TCVN 8709-3:2011 ISO/IEC 15408 -3:2008
Cong nghé thdng tin- Céc k¥ thuat an toan - Céac
tiéu chi danh gia an toan CNTT- Phan 3: Cac thanh
phan dam bao an toan.

(7) TCVN 10295:2014 ISO/IEC 27005:2011 Cdng
nghé thong tin - Cac ky thuat an toan -Quan ly rui
ro an toan thong tin.

(8) TCVN 10541:2014 1SO/IEC 27003:2010 Cdng
nghé thong tin - Cac k¥ thuat an toan - Huéng dan
trién khai hé théng quan ly an toan théng tin.

(9) TCVN 10543:2014 1SO/IEC 27010:2012 Cdng
ngh¢ thong tin - Cac ky thuat an toan - Quan Iy an
toan trao doi thdng tin lién té chirc, lién nganh.
(10) TCVN 9801-3:2014 1SO/IEC 27033-3:2010
Cong nghé thong tin - Ky thuat an toan - An toan
mang - Phan 3: Céc kich ban két néi mang tham
chiéu - Nguy co, k¥ thuat thiét ké va cac van dé
kiém soat.




STT

Mo ta

(11) TCVN 9801-2:2015 Cong nghé thong tin -
Cac ky thuat an toan - An todn mang - Phan 2:
Hudéng dan thiét ké va trién khai an toan mang.
(12) TCVN 11238:2015 Cong nghé thang tin - CAc
k¥ thuat an toan - Hé thdng quan Iy an toan théng
tin - Tong quan va tir vung.

(13) TCVN 11239:2015 Cong nghé thang tin - CAc
k¥ thuat an toan - Quan ly su ¢ an toan thang tin.
(14) TCVN 11386:2016 Cong nghé thang tin - CAc
k¥ thuat an toan - Phuong phap danh gia an toan
cong nghé thdng tin.

(15) TCVN 11393-1:2016 ISO/IEC 13888-1:2009
Cong nghé thong tin - Céc k§y thuat an toan - Chéng
chéi bo - Phan 1: Tong quan.

(16) TCVN 11393-2:2016 ISO/IEC 13888-2:2009
Cong nghé thong tin - Céc ky thuat an toan - Chéng
chéi bo - Phan 2: Cac co ché str dung k¥ thuat doi
xung.

(17) TCVN 11393-3:2016 ISO/IEC 13888-3:2009
Cong nghé thdng tin - Cac k¥ thuat an toan - Chéng
chéi bo - Phan 3: Cac co ché sir dung k§y thuat bat
di xang.

b) Té chirc theec thi (SRM001.002)
T chic thuc thi SRM001.002 dugc md ta nhu trong bang duéi day.

STT Ngir canh Mo ta

1 | SRM001.002.001 Tai ligu md ta tong quan, thiét ké lién quan dén
Cap d6 an toan cua hé théng h@ thong thong tin, dua ra cac can ctr xac dinh
théng tin cap do an toz‘i,n thdng tin mang, an ninh mang

cua céc hé thong théng tin.

2 | SRM001.002.002 Tai liéu mo ta vé cac phuong an bao dam an
Phuong 4n bao vé hé thong | toan cén ctr theo cac tiéu chi, yéu cau quan ly
thong tin theo cap do va ky thuat theo cac quy dinh bao dam an tgan

thdng tin mang, an ninh mang cho cac h¢ thong
thdng tin theo cap do.

3 | SRM001.002.003 Co quan, to chuc trién khai bao dam an toan
Mb hinh 4 16p thdng tin mang, an ninh mang cho cac HTTT

theo mo hinh “4 16p™, gom: Lép 1 - Lyc lugng
tai chd; Lép 2 - T6 chic hoic doanh nghiép
giam sat, bao vé chuyén nghiép (Luc luong
giam sét, bao vé chuyén nghiép); Lép 3 - T
chac hodc doanh nghiép doc 1ap kiém tra, danh




STT

MO0 ta

gia dinh ky (Luc lugng kiém tra, danh gia doc
1ap); Lop 4 - Ket noi, chia s¢ thong tin vei he
thong giam sat quoc gia (SOC Quoc gia).




2. Riii ro (SRM002)

Noi dung Rui ro mé ta cac nguy co, rai ro mat an toan théng tin mang, an
ninh mang va bién phép kiém soét.

SRMO002 Rui ro
|

SRM002.001 Nguy co, rui ro SRMO002.002 Bién phap kiém soat

SRM002.002.001 Thwc thi phwong an
SRM002.001.001 Cac nguy co, rui bao vé theo Hd so cap do

ro xuat phat tir bén ngoai hé théng

SRM002.002.002 Kiém tra, danh gia

SRM002.001.002 Cac nguy co, rai
ro xuat phat tir bén trong hé thong

SRMO002.002.003 Giam sat

SRM002.001.003 Cac nguy co, rii

ro khac

SRM002.002.004 'ng ctru, xt ly sy ¢

Hinh 3. Cdu tric phan cdp Rui ro

a) Nguy co, rui ro (SRM002.001)

SRM002.001 dua ra cac nguy co, rii ro mat an toan thong tin mang, an
ninh mang dbi véi hé théng. Cac nguy co, rui ro ¢ thé duge xac dinh tir cac yéu
t6 bén trong hoic tir cac yéu té bén ngoai tac dong vao hé théng. SRM002.001
bao gdbm cac hop phan sau:

STT Ngir canh M6 ta

1 SRMO002.001.001 Céc nguy co, rai ro mat an toan thong tin mang,
Céc nguy co, rai ro xuit | an ninh mang xuat phét tir bén ngoai hé thong
phat tir bén ngoai hé théng | nhu tan cong ¢6 chu dich (APT), DoS/DDos,
tan céng Deface, tan cong khai thac diém yeu
156 héng bao mat... tir bén ngoai hoic cac yéu to
khach quan do thién nhién tac dong nhu dong
dat, bo, 1 lut, chay no, sét ...

2 SRMO002.001.002 Céc nguy co, rai ro mat an toan thong tin mang,
Céac nguy co, rai ro xuit | @n ninh mang xuét phét tir bén trong hé thong
phét tir bén trong hé théng | nhu: Tan cong ma doc, tan cong nghe 1én danh
cap, rai ro veé dir liéu va quyén riéng tu (19 lot,
ro ri hodc danh cap dir liéu, truy cap trai phép,




STT Ngir canh M6 ta

st dung dit liéu sai muc dich...), tan céng théng
qua moi truong vat ly...

3 | SRM002.001.003 Céc nguy co, rii ro mat an toan théng tin mang,
Céc nguy co, rtii ro khac an ninh mang khéc theo déc trung cua tung hé
thong cu thé (vi du: bao mat yéu trong cac ung
dung, phan mém, thiét ké hé thong khéng an
toan, thiéu kiém soat. ..; raii ro tir cdng nghé (tan
cdng vao hé thong tri tué nhan tao va di liéu
l6m, nguy co tir IoT...); rui ro thiéu chinh sach
va nhan thtic vé an thoan tdng tin mang, an ninh
mang, gia mao chit ky sb...

b) Bién phap kiém soat (SRM002.002)

SRM002.002 Bién phép kiém soat & cac bién phép quan ly va k§ thuat
duoc st dung dé giam thiéu cac nguy co, rai ro mat an toan théng tin mang, an
ninh mang ddi véi hé théng. SRM002.002 bao gdm cac hop phan sau:

STT Ngir canh M6 ta
1 SRM002.002.001 Trién khai cac phuong an bao dam an toan cac
Thuc thi phwong 4n bao vé hé thong thong tin, h¢ thong thong tin quan
theo H so cap do trong ve an ninh quoc gia theo cac quy dinh

phap luat, theo H6 SO cap do dugc phé duyét dé
dap ung cé&c yéu cau co ban vé quan ly va ky

thuat.
2 SRM002.002.002 Viéc thyuc hién Kiém tra, danh gia an toan thong
Kiém tra, danh gia tin mang, an ninh mang nhu ma hoa di ligu (co

yéu néu co), thir nghiém xam nhap hé thong
nham kiém tra mirc do kiém soat truy cap va
xéac thuc) hodc phét hién ma doc, 16 hong (15i
phan mém, chua cap nhat ban v4, I5i bao mat
ung dung...), 16 lot ro ri dir liéu, va cac nguy
co, rui ro khac (kién thic, nhan thac vé an toan
thdng tin mang, an ninh mang chua cao) ¢ thé
xay ra lam mat bao ¢am an toan théng tin mang,
an ninh mang cua cac hé théng thong tin.

3 SRMO002.002.003 Trién khai phuong an gidm sat an toan thong
Giam sat tin mang, an ninh mang nham phat hién som
nhét cac cudc tan cong mang dbi véi hé thong
thong tin cta cac co quan nha nude, déng thai,
chia sé théng tin, dir liéu giam sat hoac dir liéu
lién quan theo quy dinh hodc trong truong hop
can thiét, can hd tro.




STT Ngir canh M6 ta
4 | SRM002.002.004 Trién khai cac phuong 4n (ing ciru, Xt Iy su ¢o
Ung ctu, xa 1y su b nham bao dam h¢ thong co thé khoi phuc hoat

dong binh thuong sém nhat c6 thé sau su ¢o
(nhu sao luu, luu trit, phuc hoi...).

3. Kiém soat (SRM003)

SRMO003 bao gém cac bién phap danh gia sy tudn thu va kiém soat an toan
thong tin mang, an ninh mang cho cac hé thdng thdng tin trong qué trinh xay dung,
quan ly, van hanh va go bo theo quy dinh caa phap luat.
SRM003 Kiém soat

|

A 4

SRMO003.001 SRMOOS.OOZ
Kiém soat tuan thu Yéu cau kiém soat

SRM003.001.001 Kiém tra viéc tuan SRM003.002.001 Cac quy dinh cua
tht quy dinh cGa phap luat phap luat vé bdo ddm an toan théng
tin mang, an ninh mang

SRM003.001.002 Kiém tra higu qua SRM003.002.002 Yéu cAu bao dam
cu‘a Ca? phuo’ng an bag dam an an toan thong tin mang, an ninh
toan thdng tin mang, an ninh mang mang theo c&p do

A 4

A

Hinh 4. Cdu tric phan cdp Kiém sodt
Cac kiém soat thuoc SRM003 duoc liét ké duéi day:
a) Kiém soat tuan thi (SRM003.001)

STT Ngir canh Mo ta
1 | SRM003.001.001 Kiem tra viéc thuc thi bao vé hé théng thong
Kiém tra viéc tuan tha quy | tin cua co quan, t6 chuc, hé thong théng tin
dinh cua phap luat quan trong ve an ninh quoc gia c6 tuan thu

cac quy dinh cua phap luat vé bao dam an
toan thong tin mang, an ninh mang hay
khong (bao gom cac quy dinh cua phap luat
vé bao dam an toan hé thong thong tin theo
cap do va cac quy dinh khac lién quan).

2 SRMO003.001.002 Panh gia viéc trién khai cac phuong an bao
Kidm tra hiéu qua cua cac | dam an toan thong tin mang, an ninh mang
phuong 4n bao dam an toan theo phuong an trong H6 so d€ xuat cap do
da dugc phé duyét; danh gia viéc trien khai




STT Ngir canh Mo ta

théng tin mang, an ninh mang | cac phuong an bao dam an toan théng tin
mang, an ninh mang theo ho so dé xuat vé hé
thdng thong tin quan trong vé an ninh qubc
gia theo quy dinh phap luat; danh gié hiéu
qua cua cac bién phap kiém soét rui ro.

b) Y&u cau kiém sodt (SRM003.002)

Yéu cau kiém soat xem xét cac hoat dong cu thé, trién khai va quy trinh ki
thuat dé giam thiéu hoac loai bo 16 hong, diém yéu da biét. Danh muc yéu cau
kiém soat dya vao bién phéap kiém soat dé chi tiét thuc thi, trién khai cac phuong
&n bao dam an toan hé théng thong tin theo quy dinh cua phap luat.

Céc noi dung thuoc SRM003.002 duoc liét ké trong bang dudi day:

STT Ngir canh Mo ta

1 | SRM003.002.001 Yéu cau kiém tra, danh gia dinh ky cé hé thong su
Céac quy dinh cua phép | PhU hop, mac do dap ang vé bao dam an toan
luat vé bao dam an toan | thong tin mang, an ninh mang cho cac HTTT so
théng tin mang, an ninh | V6i cac quy dinh phap luat.

mang

2 SRMO003.002.002 Yéu cau kiém tra, danh gia dinh ky, thuong xuyen,
Yéu cAu bao dam an toan | lién tuc, c6 hé thong muc do dap ing cac yéu cau
thdng tin mang, an ninh Vé cap d6 antoan cuah¢ thong theo cac tiéu chuan,
mang theo cap do quy chuan quoc gia vé bao dam an toan théng tin
mang, an ninh mang.




